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Abstract

What can we learn from a shot in the dark? What
can a relatively simple, random procedure tell us about
an unknown and potentially complex space? Simple
techniques based on randomized algorithms have been
surprisingly successful in solving very difficult compu-
tational problems. This may be due to a phase transi-
tion observed for certain problems: most problem cases
are easy to solve or easily shown unsolvable; few ap-
proach the worst case. Or it may be because of funnels:
small sets of key variables, found in many systems, that
largely determine the behavior of the entire system.

We summarize experiments motivated by these
ideas, experiments in which 1) a simple random search
outperformed more sophisticated strategies in finding
subtle errors in software models, and 2) machine learn-
ing was used to determine which models are best and
worst candidates for random search. We conclude with
a broader application of these ideas, suggesting that the
success of random search procedures, sometimes cited
as evidence that intelligent design is unnecessary, may
actually be evidence of intelligent design present in the
search space.

1 Introduction

What can we learn from a shot in the dark? Can we
hope to hit something that will tell us what the dark-
ness conceals? Or, if we know something about what
the darkness conceals—if, for example, we are shooting
from the side of a ship on a cloudy night—what would
we expect to hit? Probably the shot would be followed
by the sound of water splashing in the distance. On the
other hand, if we know nothing about the surroundings
but after firing hear the sound of a splash, we would

be right to assume that there is a large body of water
not far away.

To reformulate this metaphor in terms of a search
problem in computer science: what can a relatively
simple, random procedure tell us about an unknown
and potentially very complex space of possibilities?
Suppose we do know something about the structure of
the space; based on what we know, what do we expect
to learn from a simple, random (and not necessarily
exhaustive) exploration procedure? Or, if that proce-
dure leads us quickly to interesting places in the space
of possibilities, places thought to be very difficult to
reach, what does that tell us about the actual struc-
ture of the search space?

These are some of the interesting questions related
to and perhaps partially answerered by the research
summarized in this paper. Most of the examples come
from cooperative work between NASA and West Vir-
ginia University, where randomized algorithms are ap-
plied to a software model verification technique called
temporal logic model checking.

Model checking is used to automatically verify that
the overall behavior of a system of interacting parts sat-
isfies specified properties. Over the last twenty years,
automatic verification by model checking has been ef-
fective in many areas, including computer hardware de-
sign, networking, security and telecommunications pro-
tocols, automated control systems and others [2,4, 8].

Unfortunately, the space of possible behaviors as-
sociated with models of concurrent software systems
quickly grows very large and very complex, compared
to the size of the models. This is because a descrip-
tion of the overall behavior must include every pos-
sible interleaving of the behaviors of the individual
parts. For many models the overall space of behav-
iors is so large that verification tools designed to sys-
tematically explore the entire space, e.g., model check-
ers, require prohibitively large amounts of memory and



time. An approximate verification strategy based on a
randomized search procedure, however, need not con-
struct and keep track of the entire space of possible
behaviors. The randomized software verification strat-
egy described below simply explores one path through
the space—one branch in a tree of possible behaviors—
at a time. If the path leads to something significant, it
is reported. Otherwise, the search is repeated until it
finds something significant, or until a set time limit is
reached.

Sections 2—4 cover some of the background research
and ideas motivating the use of relatively simple ran-
dom search techniques on potentially very large and
complex problems. Section 5 describes briefly how
model checking is used to verify finite-state models rep-
resenting software systems and then describes Lurch, a
random search model checker in development at West
Virginia University. Section 6 summarizes one exper-
iment in which Lurch outperformed two popular ex-
haustive search model checkers for very large models.
Section 7 shows one method of tracking the progress
of a random search and attempts to answer the ques-
tion: how do we know when to stop searching? Sec-
tions 8 and 9 explain how a tool like Lurch actually
simulates emergent behavior of a system’s individual
parts interacting through time (and how that is useful
in practice). Section 10 summarizes an experiment in
which a machine learning tool was used to determine
what makes certain models amenable to verification by
random search. The final section suggests how some
of the ideas associated with this research might help
answer much broader questions about the relationship
between design and emergent behavior.

2 Rooms and Caves

Suppose a man is kidnapped, blindfolded and left
in a dark, unfamiliar room. He hears his captors leave
and tears off his blindfold, but the room is completely
dark. Curious about his surroundings, he stands up
and extends his arms, moving slowly forward until he
reaches one of the walls. He follows that wall with his
hands to a corner of the room and then to a door frame.
As he tries to open the door, his elbow bumps into a
light switch, turning it on. He sees that the room is
small, rectangular and empty.

Now suppose the same man is kidnapped, blind-
folded and thrown into a dark, unfamiliar cave. He
tears off his blindfold, but it’s completely dark; he still
can’t see anything. He stumbles forward hoping to de-
termine the shape of the cave. He can feel that the
floor and walls are brittle and uneven, there are loose
rocks and puddles everywhere, bats chasing insects fly-
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Figure 1. Hard problems exhibit a phase tran-
sition.

ing around his head—so he just starts crawling around
on his hands and knees thinking: maybe there’s a way
out? Maybe someone left a match on the floor?

In a small, rectangular, empty room, a very simple
strategy can quickly determine the shape of the room.
Like the captive man described above, you could just
slide your hands along the wall until you bump into
a light switch. A more sophisticated strategy could be
used; for example, to keep track of exactly what portion
of the room you had already explored, you might take
a key from your pocket and carefully gouge marks on
the floor every inch or so, going in a straight line until
you reach a wall, and then turning around and marking
out another line next to the first in the opposite direc-
tion. Clearly this would be a waste of time. On the
other hand, in the cave a simple strategy is practically
hopeless, and even a very sophisticated strategy may
not work, because the problem is so difficult.

3 The Phase Transition

This problem of finding your way in a dark, unfa-
miliar room is somewhat analogous to a class of (po-
tentially) very difficult problems in computer science,*
a class of problems said to exhibit a phase transition
(figure 1). In some cases, like the simple empty room
above, the problem turns out to be very easy to solve.
Other cases, like the cave, are practically impossible.
For most of these impossible cases, however, it is easy
to show even with a very simple strategy that they can
not be solved (after tripping over a few rocks on the

1In precise terms, this is the class of NP-hard problems, gen-
erally considered intractable: it is theoretically possible to find
a solution, if one exists, but in the worst-case analysis this will
require prohibitively large amounts of time and memory. On the
other hand, a potential solution can be checked efficiently. For
more on the class NP see, e.g., [19].
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Figure 2. The power of a simple solution strat-
egy.

floor of the cave, you realize it’s a cave and therefore
has no light switch).

So there are easy cases and cases easily shown to be
unsolvable. Are there cases that are very hard but solv-
able? Or, for unsolvable cases, are there any that are
very hard to determine that they are not solvable? Yes,
these pathological cases exist, but they are rare: there
is just a narrow transition region where a lot of effort is
required to either solve or determine that no solution
is possible. This, in the words of some researchers, is
“where the really hard problems are” [1,7,11].

Figure 2 shows how a simple solution strategy can
be used to exploit easy problem cases but avoid wast-
ing effort on cases that are very hard or unsolvable [18].
We put a relatively small amount of effort into solving
the problem with our simple strategy (effort could be
time, memory, or some other limited resource). If the
problem is easy, we solve it easily. If we do not solve the
problem, we know it is either very difficult or impossi-
ble. Of course there is nothing revolutionary about this
approach. The key point is that the phase transition
region is narrow. A very simple strategy is therefore
capable of solving very nearly everything that could be
solved by much more sophisticated strategies, but with
much less effort. In practice a simple strategy is often
more effective because its efficiency allows it to scale to
much larger problem instances, as will be shown below.

4 Funnels

Motivated by results like the phase transition de-
scribed above, software engineering researchers Men-
zies and Cukic have argued that “standard models of
test suite sizes are gross overestimates” because they do
not consider what we know about the structure of typ-
ical computer programs [10]. In a related work they

cite examples of an apparently very complex natural
language processing system and a large study of thou-
sands of Fortran and C programs; in all cases program
structure turned out to be surprisingly simple [12].
Ironically, adequate testing is not done because de-
velopers assume it would be too expensive. Simpler,
cheaper approaches that take advantage of what we
know about typical software systems—that the general
verification problem might follow the pattern of a phase
transition—may help improve software development in
the future.

The funnel theory of Menzies et.al. summarizes and
attempts to explain why simple strategies have been
surprisingly effective in solving apparently difficult
computational problems, why results from research on
different kinds of systems suggest that many fall in
the easily solvable range of the phase transition plots
above. It seems that these systems contain funnels:
small sets of key variables that determine the behavior
of everything else [15]. The key variables form a virtual
funnel in the structure of the space of possible behav-
iors; a large proportion of the possible search paths are
forced to go through the small space of behaviors repre-
sented by the funnel. A simple search strategy quickly
finds the funnel, because so many possible search paths
lead to it. And a more systematic search strategy yields
little (if any) new information because all of the paths
it systematically checks lead to the same funnel. Men-
zies and Singh go further to show mathematically that,
where funnels are present, random search will with high
probability find the most narrow funnels—that is, the
smallest sets of key variables [15]. This is an ideal result
for testing applications: given some interesting behav-
ior, we would like to know the most concise explanation
for it.

5 A Simple Strategy for Software Ver-
ification

The research and experiments referred to in this pa-
per are primarily concerned with the task of automat-
ically verifying that a software model satisfies a formal
specification. Although the general problem of soft-
ware verification can not be solved by a computer [19],
a technique called model checking is sometimes used
to verify that an abstraction of the program satisfies
specified properties [3,8]. For example, figure 3 shows
a simple program model and a property for which the
model might be verified. The leftmost component of
the model represents a very simple computer program,
and the other two components represent sources of data
input by the program. The program modeled here
tracks whether an odd or even number of 1’s is input
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Figure 3. A simple program model satisfying
the property: always(2.2 — eventually(1.2))

but ignores 0’s.

The form of the model in figure 3 is called a finite-
state concurrent system, because it consists of several
concurrently executing parts (or machines), each with
a finite number of states (and a finite number of tran-
sitions between states). The always and eventually op-
erators come from temporal logic, the formal mathe-
matical language used to specify properties in model
checking. For example, while Boolean logic could be
used to state the property that A implies B—if A is
true then B is also true—temporal logic goes further,
allowing such constructions as: A implies eventually
B, which means that if A is initially true B is true
now or will be at some point in the future. Temporal
logic makes it possible to specify many interesting and
important features of real software systems.

Each of the three components in figure 3 is a finite-
state machine. In this model transitions between states
are capable of inputing or outputing 1’s and 0’s. The
temporal logic property at the bottom of figure 3 states
that any time finite-state machine 2 is in state 2.2,
machine 1 must be in state 1.2 at that time or at some
point in the future; less formally, if at any time an odd
number of 1’s have been output by machine 2 (it is
in state 2.2), machine 1 will eventually input an odd
number of 1’s, which will put it in state 1.2. This would
be true regardless of the behavior of machine 3.

The model checking technique is first to build a com-
posite finite-state machine representing the entire be-
havior of the individual machines in the original model
(all possible interleavings of their parallel operation)
and then to systematically search through the entire
behavior of the composite machine for violations of
the property specification. The amount of memory re-
quired to store the composite machine is, in the worst
case, an exponential function of the size of the original

model [4]. For example, a model with six ten-state ma-
chines could require a composite with 106 = 1,000, 000
states to represent all possible behavior. Since the
model checking technique requires that the compos-
ite machine be searched completely for property vio-
lations, an exponential amount of time may also be
needed. For many large systems, this turns out to be
a prohibitively large amount of memory and time.

The full model checking technique may be overkill,
however, for software verification problems that turn
out to be easy—to use the full model checking tech-
nique for these problems would be something like the
illustration in section 2: carefully marking the floor as
you try to find your way in an empty rectangular room.
Elsewhere we have described a simple randomized-
search alternative to model checking, implemented in
a tool called Lurch [18]. Lurch uses a memory-saving
AND-OR graph representation of the composite sys-
tem behavior and a fast partial random search algo-
rithm [14,17].2 The algorithm is partial because, un-
like the full model checking technique, only a portion
of possible behavior is explored; the algorithm is ran-
dom because the choice of which behavior to explore is
nondeterministic. In practice, Lurch acts as the simple
solution strategy illustrated in figure 2, and, as indi-
cated by the experiments presented in the next section,
Lurch is surprisingly successful compared to more so-
phisticated model checking tools.

To avoid confusion about our use of words like ran-
dom, randomized, and nondeterministic, we put forth
the following informal definition of randomness: a pro-
cess is random, from some point of view, if from that
point of view its behavior is not entirely predictable.
This says nothing about whether the process is in any
absolute sense random and (hopefully) avoids all of
the difficult philosophical questions involved in such
a strong claim. Nondeterministic choices in Lurch, for
example, are actually based on the pseudorandom inte-
ger generator available in the C language, seeded with
a value from the computer’s hardware clock.

6 Tic-Tac-Toe

Here we summarize results from a series of experi-
ments comparing Lurch (our simple, approximate veri-
fication strategy), to two widely used exhaustive search
model checking tools, SPIN [8] (running in normal
mode and its supertrace memory-saving approximation
mode) and SMV [9]. In this experiment models were

2To justify the analogy between Lurch results and phase tran-
sition results reported by others, note that complete search of the
AND-OR graph used by Lurch to represent the composite system
is in fact an NP-hard problem [17].
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Figure 4. Two tic-tac-toe boards: for the board
on the left, it's still possible for O to win; for
the other board it's no longer possible for ei-
ther player to win.

generated based on a simple tic-tac-toe game. For
board sizes ranging from 2x2 (worst-case composite
size 162 states) through 15x15 (worst-case composite
size 4.5x10'07 states), with some spaces initially as-
signed at random, each verification tool was used to
determine whether it was still possible for either player
to win (this was expressed as a temporal logic prop-
erty). Figure 4 shows two examples, a board for which
it is still possible for one player to win and a board for
which it is not.

Why tic-tac-toe? Because it’s easy for a person to
look at the board for a game in progress and determine
whether it’s still possible for one of the players to win.
You would just check that all of the horizontal, vertical,
and two diagonal rows contain both X’s and O’s; if so,
obviously neither player can win. But for Lurch (or
SMYV or SPIN) there is no easy solution oracle. The
input models have been written so that the tools must
actually simulate possible sequences of play until they
find a winner.

In the top plot of figure 5, time for SMV spikes over
one minute for 9x9 boards; SPIN (in normal mode)
reaches about 20 seconds for 8x8 boards and remains
there for boards up to 12x12. SPIN in supertrace mode
requires about the same amount of time as SPIN in
normal mode, up to 9x9 boards, and then continues to
increase, reaching nearly 90 seconds for 15x15 boards.
Lurch remains very fast for boards up to 10x10, and
then reaches about one minute for 15x15 boards. Al-
though it may be difficult to see on the graph, Lurch
is fastest for all runs in which any technique took more
than 5 seconds.

The middle plot of figure 5 begins tracking memory
for 6x6 boards because models for smaller boards were
verified so quickly it was difficult to get fair memory use
data (memory was logged by the Windows XP typeperf
utility). Here SPIN (in normal mode) reaches past 250
megabytes for 8x8 boards, and continues at around
260 megabytes through board size 12x12. One con-
venient feature of SPIN is that it runs out of memory
gracefully: there is an error message and the program
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Figure 5. Time, memory, and accuracy com-
parison for Lurch, SPIN and SMV running on
models based on tic-tac-toe games (average
values for 20 boards of each size).



terminates. So in the middle plot, from board size 8 x8
to 12x12, the SPIN plot is actually showing how much
memory was used before SPIN gave up; likewise, in
the top plot, for board size 8x8 to 12x12, the SPIN
plot shows how much time it took SPIN to run out of
memory. SMV | at least in the close-to-default mode we
used for this experiment, did not run out of memory
so gracefully. The middle plot shows a spike around
260 megabytes for 9x9 boards. For any larger boards,
SMV required a lot of virtual memory and therefore ran
so slowly it was not practical to continue. The bottom
right section of the middle plot shows that Lurch uses
about the same amount of memory as SPIN running in
its memory-saving supertrace mode, between 10 and
20 megabytes for boards up to 15x15.

The bottom plot of figure 5 compares the accuracy
(in terms of % error) of Lurch, SMV and SPIN in this
experiment.® Although it is difficult to see, SMV is ac-
curate (0 % error) from board size 2x2 through 9x9,
at which point it was no longer used because it ran out
of memory for larger boards. When SPIN (in normal
mode) reaches 7x7 and begins to run out of memory
for some of the runs, its % error quickly rises, so that
for boards from 8x8 through 12x12, it is not very re-
liable. SPIN in supertrace mode behaves similarly, but
is somewhat reliable up to boards of size 10x10.

Only Lurch continues to be reliable through 15x15
boards, at which point we get the first incorrect answer
from Lurch; that is, Lurch terminated before finding
that a player could win and reported that neither could
win—when in fact it was possible for a player to win.
Here we should distinguish between problem cases in
the phase transition region (see figures 1 and 2) and
cases which are simply too large to be solved easily.
The key difference is that cases in the phase transi-
tion are significantly more difficult than other problems
of the same board size in the easy and easily-shown-
impossible regions.

Lurch’s failure here could be explained in (at least)
two ways. First, we may be approaching the point
where the problem cases are too large, whether or not
they are in the phase transition. Second (and more
likely), it could be that we have been solving phase
transition problems every so often throughout the ex-
periment, but only at 15x15 are the problems big
enough to thwart Lurch’s simple solution strategy. In
any case, the fact that Lurch outperforms more sophis-

31t may seem inappropriate to use the term error in this con-
text, since exhaustive search model checkers like SPIN and SMV
guarantee correct output—all possible behaviors are checked, so
there is no possibility of error. But there is no guarantee for
these tools if they run out of memory and terminate early. If
that happens, SPIN and SMV, like Lurch, may fail to check sig-
nificant behaviors of the system. Here we consider these failures
€errors.
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Figure 6. Lurch output for a typical model:
quick saturation.

ticated strategies suggests that few of the problem cases
encountered have been the pathological phase transi-
tion cases; most cases have been easily solved or not
solvable. For a more detailed description of this tic-
tac-toe experiment, see [18].

7 Saturation

Lurch is implemented using a type of randomized
algorithm called a Monte Carlo algorithm: the basic
search procedure runs again and again, each time in-
creasing the probability of finding a solution [16]. In
many cases Lurch quickly finds a solution, but for those
in which Lurch does not find a solution, how do we
know when to stop?

Figure 6 shows output from Lurch running on a typ-
ical model, in terms of the percentage of information
found by Lurch which is new (not redundant).* As
Lurch runs, it explores the reachable composite state
space, at first finding nearly all new information, but
after a little while most of Lurch’s findings are redun-
dant; figure 6 illustrates this: the percentage of infor-
mation which is new (vs. redundant) starts out at 100
%, but very quickly decreases to near zero. We use
this quick saturation effect in Lurch output (see [14])
to determine when to stop: when some set saturation

4A careful reader may realize that, in order to determine
whether information is new or redundant, Lurch must have some
way of tracking where it’s been. But this would require the ex-
ponential memory needed by a conventional exhaustive search
model checker! Actually, Lurch does keep track of what por-
tion of the space has been explored, but uses a memory-efficient
(and lossy) hashing scheme to do it. This does not affect Lurch’s
performance, however; it is only used to get a rough idea of sat-
uration.



Figure 7. Tree shapes representing easy (left)
and hard (right) problem structures.

point (close to 0 %) is reached, we assume that Lurch
is unlikely to find any more interesting information.

Figure 6 shows clearly that for typical models Lurch,
if it is likely to find some particular behavior, is likely
to find it quickly. Conversely, if Lurch does not find
a particular behavior quickly, it is likely that Lurch
would never find it, no matter how long it ran. This
may seem counterintuitive, saying essentially: if it’s
not obvious, it’s not there at all; but remember figures
1 and 2: unless we were in the phase transition region,
this is just what we would expect. For problem cases
in the easy region, solutions are obvious. For problem
cases in the region easily shown impossible, it’s obvious
that there is no solution.

8 Ants and Trees

At this point it makes sense to update the room-or-
cave metaphor used in the introduction. The model
checking problem solved by Lurch is more general than
that of an individual trying to determine the shape
of a dark room (or cave). Lurch actually simulates
the emergent behavior of a system’s individual parts
interacting through time. The right metaphor would
perhaps be: a group of people working together to
track how the shape of a room can change over time—
the people are the finite-state machines in the input
model, and the (changing) room is a description of
all their possible interacting behavior. Figure 7 gives
us a less confusing way of understanding the problem.
We replace the small, rectangular, empty room with a
palm tree, representing simple problem structures; we
replace the cave with a lower, more dense tree, repre-
senting more complex problem structures. And instead
of an individual we picture cooperative ants helping (or
perhaps sometimes hindering) each other climb up the
tree.’

5The choice of ants is not entirely coincidental: we hope to
use Lurch in a future NASA project involving ANTS—an Au-
tonomous Nano- Technology Swarm of very small cooperating
spacecraft that may eventually be used to gather information
about the asteroid belt [5].

What is the difference between the structure of easy
problems and very difficult or impossible problems?
We suggest that it’s something like the difference be-
tween the two trees pictured in figure 7. Easy problem
structures constrain the search for solutions such that
there is a high probability of finding the same thing
over and over, like the palm tree on the left. No mat-
ter how the climbing ants interact, if they make any
progress it will be toward the same destination at the
top of the tree. On the other hand, some structures
offer almost no guidance toward any particular desti-
nation, like the low, dense tree on the right. Here the
climbing ants may become hopelessly lost, and if they
were to start over they would almost certainly not reach
the outcome of their previous climb.

9 Paths to Properties

This section summarizes how Lurch’s exploration of
the emergent behavior of a software model’s compo-
nents interacting through time is used to find subtle
errors. The output of Lurch’s basic random search al-
gorithm is a single path through the composite sys-
tem representing the overall behavior of the interact-
ing finite-state machines described in the input model.
Each step in the output path contains a local state
value for each of the finite-state machines in the input;
and consecutive steps differ by at most one transition
in each machine. For example, if we think in terms of
the illustration in the previous section, the composite
system is the tree, and each individual finite-state ma-
chine in the input is an ant. Each step in the output
path contains a single location for each ant, and in con-
secutive steps each ant may move only a small amount
forward (ants may not instantaneously jump from one
part of the tree to some distant part).

To provide the functionality of complete-search
model checking tools, Lurch must 1) be able to report
when particular steps take place, and 2) be able to
track cycles, i.e., looping paths. For example, we may
want to prove that two processes in a software system
can’t both access the same shared resource at the same
time. If Lurch can find a path to a step in which both
processes’ states indicate that they are cleared to use
the same shared resource, this path is a counterexam-
ple which disproves the desired mutual exclusion prop-
erty. Or suppose we want to prove that some desired
output step will eventually be reached. If Lurch can
find a cycle that does not include the desired output
step, this means that it is possible for the system to
continue indefinitely without ever reaching the desired
output step.

Figure 8 shows Lurch output for a specific example



global local local
time % new states ‘tranms.

0.03 37 19 20 cycle w/o '+’ 1
0.04 36 19 20 cycle w/o '+’ 2
0.04 35 19 20 escaped cycle 1
0.06 10 19 20 cycle w/o '+’ 3
0.06 8 19 20 escaped cycle 3
0.13 3 19 20 cycle w/o '+’ 4
0.13 3 19 20 escaped cycle 4
0.13 3 19 20 cycle w/o ’+’ 5
0.21 2 19 21 escaped cycle 5
0.26 1 19 21 cycle w/o '+’ 6
0.30 1 19 21 escaped cycle 6
0.35 1 19 21 escaped cycle 2
0.36 1 19 21 cycle w/o ’+> 7
0.40 1 19 21 cycle w/o ’+’ 8
1.75 0 19 21

max depth: 195

Figure 8. Lurch output for process scheduling
input model.

in which cycles were found disproving a desired prop-
erty. Here the input model is a process scheduling algo-
rithm from [8]. The purpose of the system represented
by the input model is to schedule processes’ use of a
shared resource such that local progress states (repre-
sented by a ‘+’ in Lurch syntax) are reached infinitely
often. That is, it should be impossible to get stuck
in a cycle that has no steps including local progress
states—this undesirable situation is sometimes called
a livelock, because although some processing is being
done (the system is live) for all practical purposes the
system is locked (no progress can be made).

In Figure 8, the left column shows Lurch’s execu-
tion time in seconds. The next column shows a per-
centage associated with saturation (see section 7), to
give an idea of how Lurch is progressing relative to
the reachable composite state space. The third and
fourth columns show how many of the local finite-state
machines’ states and transitions have been executed.
The final column shows that Lurch found eight cycles,
six from which it was possible to escape and two gen-
uine livelocks. Note that the saturation (% new) value
reached zero before Lurch terminated, from which we
infer that Lurch found very nearly all it would ever find
given infinite time. Also, the maximum search depth
(the maximum steps in an output path) was 195.

10 What Makes a Model Easy to
Search?

Here we present the results of an experiment set up
to answer the question: is it possible to design software
so that it will be easy to test? In other words, can
we design the individual components of a system so

that the space of resulting emergent behavior is easy
to explore quickly, even with a simple, random search
strategy like Lurch?

For the experiments presented here, originally re-
ported in [17], a large set of input models was gen-
erated randomly according to distributions represent-
ing typical software models. Several rules were im-
posed on the randomly generated models to make sure
their behavior would be similar to real models. For
example, each individual finite-state machine within
a model had to have at least two mutually exclusive
states. Also, no transition could require as an input
condition two mutually exclusive states from the same
machine. Attributes of each randomly generated model
were recorded, as were results from Lurch running on
that model, and each model was classified according
to how well Lurch was able to explore the space rep-
resented by the model. A good classification indicated
that Lurch quickly reached a large proportion of local
states and executed most or all of the transitions in
the individual finite-state machines in the model. A
bad classification indicated that Lurch, even after run-
ning for a significant amount of time, could reach only
a small proportion of states or execute only a small
number of transitions.

A freely available machine learning tool called TAR2
[13] was used to summarize the data. A typical ma-
chine learner, given a training set of data associating
attributes with classes, outputs rules to predict which
class a particular case will fall into, according to that
case’s attributes. A treatment learner, TAR2 provides
more concise information about the input data:

e TAR2 considers classes ordered by score; classes
with a high score are considered better than classes
with a low score, and the most desirable class
(which has the highest score) is called the best
class.

e TAR2 outputs treatments rather than classifica-
tion rules; a treatment is an attribute range (or a
conjunction of attribute ranges) that can be used
as a constraint on future input cases—a guide for
creating an input set of cases that fall into better
classes.

Figure 9 shows a small training set with four at-
tributes (outlook, temperature, humidity, wind) and
three classes (none, some, lots). TAR2’s best treat-
ment from this data was outlook = overcast—based on
this data, if it is overcast, most likely lots of golf will be
played, regardless of temperature, humidity and wind
conditions. If the class order is reversed (lots is con-
sidered the worst class and none the best), TAR2 can
be used to find the worst treatment. Based on this



Attributes
Case | Outlook  Temp. Humidity Wind | Class
1 | sunny 85 86 false | none
2 | sunny 80 90 true none
3 | sunny 72 95 false | none
4 | rainy 65 70 true none
5 | rainy 71 96 true none
6 | rainy 70 96 false | some
7 | rainy 68 80 false | some
8 | rainy 75 80 false | some
9 | sunny 69 70 false | lots
10 | sunny 75 70  true lots
11 | overcast 83 88 false | lots
12 | overcast 64 65 true lots
13 | overcast 72 90 true lots
14 | overcast 81 75 false | lots

Figure 9. A simple training set for a treatment
learner (a log of golf-playing behavior).

data, if the humidity exceeds ninety percent, very lit-
tle golf will be played. To make sure these results are
correct, the next step would be to check them on an
independent data set. This is the usual caveat with
any machine learning tool: the results are only as good
as the training data.

To explore the relationship between input model
attributes and Lurch’s ability to explore the models,
15,000 models were generated, representing a wide
range of size and density of interconnection. Fig-
ure 10 shows a summary of search results for these
randomly generated models. The top histogram sum-
marizes time-to-saturation results normalized by input
model size. For example, for approximately 375 mod-
els saturation was acheived almost immediately, so that
time-to-saturation = (size processed)/(model size) < 1.
The average value was about 208 x(model size). The
right side of the plot shows that, for a few models,
nearly 2,500 x the size of the model was processed
before saturation. The bottom part of Figure 10 is a
histogram summarizing the percentage of each model
explored for the 15,000 randomly generated models.
The average value was about 70%, with a significant
number of models showing much lower values.

The top part of Figure 10 indicates that saturation
was reached very quickly for nearly all models.® So
the key distinction, as far as Lurch’s ability to search a
particular model, is the portion of the model explored
before saturation. We would like to know how models
that tend to reveal information are different from mod-
els that tend to conceal information. Specifically, what
ranges of input model attributes characterize models

6 A factor of 2,500 is not significant, compared to the worst-
case exponential size of the overall space of behaviors that would
be explored by a conventional model checking tool.
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Figure 10. Summary of time-to-saturation
(top) and % explored (bottom) results for
15,000 randomly generated models.

amenable to random search, models represented by the
right side of the bottom histogram in Figure 107

In our first simple experiment we used TAR2 to de-
termine what single attribute, and what range of that
attribute, could most significantly constrain our model
set to those for which Lurch was able to explore a
high percentage of the model before saturation—Ilike
the very simple golf example above, where we found
that restricting outlook to overcast led to lots of golf.
TAR2 suggested the following treatment: restrict in-
puts per transition to its highest range. To understand
what that means, consider Figure 11, which shows the
number of inputs per transition vs. the percentage of
the model explored at saturation (there is a dot for
each model). On the left, where there are few inputs
per transition, we see % explored distributed all the
way from about 5% to 100%. But further to the right,
where the number of inputs per transition is high, we
see only high values for % explored—when the num-
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Figure 11. Inputs per transition vs. % explored
at saturation.

ber of inputs per transition exceeds 250 we see % ex-
plored values only above 60%. So TAR2’s suggested
treatment, that we restrict the number of inputs per
transition to the highest range, makes sense.

The real power of the TAR2 treatment learning ap-
proach is in more complex treatments, which suggest
restrictions on multiple attributes. Figure 12 shows
a comparison of % explored (our indicator of Lurch’s
ability to successfully search a particular model) for the
original data (top) and a new set of 10,000 input mod-
els (bottom) generated with input parameters based
on TAR2’s best three-attribute treatment. Figure 12
shows what we expect: a clear improvement in Lurch’s
ability to search models constrained to the suggested
treatment.

11 Emergent Behavior and Design

Elsewhere the experiments and ideas presented
above have been used to argue certain points in soft-
ware engineering [14,17,18]. Here we will try to offer a
broader application: what does the the success of ran-
dom search in exploring software models tell us about
the relationship between emergent behavior and intel-
ligent design?

Often the analogy is made between naturalistic evo-
lution and algorithms used in various computer appli-
cations. Just as we are able to solve very complex
problems by repeating a relatively simple set of steps,
the continual process of evolution—reproduction with
variation, natural selection—is apparently able to pro-
duce amazingly complex new forms of life. And just
as many computer algorithms work automatically to
solve problems, without intervention from the user or
programmer, evolution seems to work without inter-
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vention from any intelligent mind or designer. For ex-
ample, in Darwin’s Dangerous Idea Dennett uses this
kind of analogy to summarize his view of the interac-
tion between proponents and skeptics of gradual, nat-
uralistic evolution:

Darwin’s dangerous idea is that Design can
emerge from mere Order via an algorithmic
process that makes no use of pre-existing
Mind. Skeptics have hoped to show that
a least somewhere in this process a help-
ing hand (more accurately, a helping Mind)
must have been provided—a skyhook to do
some of the lifting [here “skyhook” refers to a
mythological device for supernaturally lifting
objects from the sky—Dennett’s metaphor
for miraculous intervention from an intelli-
gent mind or designer]. In their attempts to
provide skyhooks, they have often discovered



cranes: products of earlier algorithmic pro-
cesses that can amplify the power of the basic
Darwinian algorithm, making the process lo-
cally swifter and more efficient in a nonmirac-
ulous way [6].

Recall the ants-and-trees metaphor in section 8. In-
dividual ants are like the individual finite-state ma-
chines in a software model. The tree represents the
space of all possible behaviors of the interacting ants.
A random search verification tool like Lurch explores
the emergent behavior of the individual parts of a soft-
ware model as they interact and influence each other
through time—in a sense, tracking the ants as they
move through the tree. In a software model the in-
dividual parts operate according to a pre-defined set
of legal transitions. It is not possible to simply jump
from one state to another, just as it is not possible
for an ant to spontaneously disappear from one part of
the tree and reappear in some remote part. This sort
of miraculous behavior would require one of Dennett’s
“skyhooks.”

And yet the success of Lurch on a software model—
the ability of the ants to reach some interesting part
of the tree without spontaneous leaps—this in no way
precludes intelligent design of the overall system. In
fact, as we have seen above, it is possible to design a
system in such a way that the right sort of behavior
emerges. Given a range of possible software models
we can sort them according to their tendency to reveal
information and determine which sort of models are
amenable to random search. To put it another way,
the emergent behavior of the ants is greatly influenced
by what sort of tree they are exploring (figure 7).

When we observe that a relatively simple process
is surprisingly effective, whether in software engineer-
ing, biology or any other field, we should not accept
the result uncritically as proof that there is no de-
signed structure present in the system. Perhaps the
tree has been designed (or is continually modified) to
influence the emergent behavior of the climbing ants;
perhaps it is possible to design software that tends to
reveal its behavior to random search algorithms—and
it could be that the success of evolution is evidence
for, not against, the existence of an intelligent designer.
When presented with interesting emergent behaviors,
we should always ask: what does a particular behav-
ior tell us about the structure of the space of possible
behaviors—what can we learn from a shot in the dark?
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